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Abstract of the contribution: This contribution proposes to update solution#14 of KI#4 to clarify the use of unencrypted QUIC Connection ID.  

1.	Discussion
As mentioned in IETF QUIC [11], in case zero-length connection IDs are not used, i.e. non-zero-length connection IDs are used, the same IP address and port can be shared for multiple concurrent connections with non-zero-length connection IDs. In QUIC header, the Connection ID is unencrypted, UPF and UE can directly read the Connection ID to identify multiplexed traffic flows. In this paper we propose to update solution#14 of KI#4 to clarify the use of unencrypted QUIC Connection ID  and resolve ENs:
Editor's note:	How to ensure that an application can provide the stream info to the lower layers of the UE in a reliable way is FFS. Other options for the UE to receive the stream info are FFS.
For UL traffic, lower layer of the UE can read the stream info from the packet header, e.g. when QUIC is used, and if the stream info is Connection ID as defined in IETF QUIC [11], because the Connection ID is unencrypted, lower layer of the UE can directly read stream info, i.e. Connection ID from the QUIC header. 
Editor's note:	Whether UPF can get the stream info or part of stream info directly from the QUIC header is FFS.
Similar as description above, when QUIC is used, and if the stream info is Connection ID as defined in IETF QUIC [11], because the Connection ID is unencrypted, UPF can directly read stream info, i.e. Connection ID from the QUIC header. 
[bookmark: _Hlk99100636]
2.	Text proposal
It is proposed to agree the following changes to TR 23.700-70:
* * * 1st  change* * * 
[bookmark: startOfAnnexes][bookmark: _Toc157745641]6.14	Solution #14: Extending Packet Filter Set to identify multiplexed traffic flows within a single transport connection
[bookmark: _Toc157745642]6.14.1	Key Issue mapping
This solution addresses Key Issues #4(Traffic detection and QoS flow mapping for multiplexed data flows).
[bookmark: _Toc157745643]6.14.2	Description
When several media streams are multiplexed on the same transport layer connection, e.g. when Transport protocol like IETF QUIC [11] is used, current Packet Filter Set can be extended by adding stream info to identify the media streams within a single transport connection. The stream info, for example, could be Connection ID or Stream ID as defined in IETF QUIC [11].
For IP PDU Session Type, the extended Packet Filter includes:
-	current Packet Filter as defined in clause 5.7.6 of TS 23.501 [2].
-	Stream info.
For downlink traffic, it's assumed AS can provide stream info in the N6 tunnelling encapsulation header towards UPF, an example of the packet format from N6 is depicted in Figure 6.14.2-1. If the stream info which carried in the traffic header is not encrypted, e.g. the Connection ID defined in IETF QUIC [11], UPF directly read stream info from the traffic header. Based on the extended Packet Filter Set, the downlink traffic filtering can be performed by UPF.


Figure 6.14.2-1: Example of the packet format from N6
For uplink traffic, it's assumed UE can get the stream info from its upper layer by UE's implementation. If the stream info which carried in the traffic header is not encrypted, e.g. the Connection ID defined in IETF QUIC [11], lower layer of the UE can directly read stream info from the traffic header. Then UE performs the uplink traffic filtering with extended Packet Filter Set.
Editor's note:	How to ensure that an application can provide the stream info to the lower layers of the UE in a reliable way is FFS. Other options for the UE to receive the stream info are FFS.
Editor's note:	Whether UPF can get the stream info or part of stream info directly from the QUIC header is FFS.
The binding of traffic onto QoS Flows reuse the existing functionality specified in clause 6.1.3.2.4 of TS 23.503 [4]. 
[bookmark: _Toc157745644]6.14.3	Procedures
The procedure to identify multiplexed traffic flows is described in the Figure 6.14.3-1.


Figure 6.14.3-1: Procedure to identify multiplexed traffic flows
1.	AF provides service information to the PCF by invoking Npcf_PolicyAuthorization_Create Request or Npcf_PolicyAuthorization_Update Request service operation as described in step 1a in clause 4.16.5.2 of TS 23.502 [3]. In this step AF provides the extended Packet Filters which including stream info to PCF. NEF can be involved between the AF and PCF.
2.	PCF generates the authorized PCC rule(s) based on the AF request, and performs PCF initiated SM Policy Association Modification procedure as defined in clause 4.16.5.2 of TS 23.502 [3] to provide the PCC rule(s) to SMF. The PCC rule(s) also include the extended Packet Filters.
3.	SMF reuses the existing functionality specified in clause 6.1.3.2.4 of TS 23.503 [4] for QoS flow binding.
4.	SMF updates the UPF with N4 Rules related to new or modified QoS Flow(s), the extended Packet Filters are provided to UPF in the N4 Rules for downlink traffic filtering.
5.	N2 SM messages are exchanged between SMF and UE. In this step, UE receives QoS rule(s) with the extended Packet Filters for uplink traffic filtering.
For DL traffic, UPF performs traffic filtering with the received N4 rule(s), the DL packets are classified based on the IP/UDP/ upper layer header /N6 tunnel header and the extended Packet Filters in the N4 rule(s).
For UL traffic, UE performs traffic filtering with the received QoS rule(s). UE evaluates UL packets based on the IP/UDP/upper layer header against the extended Packet Filter Set in a QoS rule. UE can get the stream info from its upper layer by its implementation.
[bookmark: _Toc157745645]6.14.4	Impacts on services, entities and interfaces
PCF impact:
-	providing PCC rule(s) with extended Packet Filters to SMF.
SMF impact:
-	providing N4 rule(s) with extended Packet Filters to UPF.
-	providing QoS rule(s) with extended Packet Filters to UE.
UPF impact:
-	performs DL traffic filtering based on the IP/UDP/N6 tunnel header and the extended Packet Filters.
UE impact:
-	performs UL traffic filtering based on the IP/UDP/upper layer header and the extended Packet Filters.
AF impact:
-	provide extended packet filter to the NEF/PCF.
NEF impact:
-	Provide extended packet filter to the PCF.
AS impact:
-	include Steam info in the N6 tunneling encapsulation header towards UPF.
Editor's note:	The protocol used for including this information in N6 tunnelling encapsulation header is FFS.
* * * End of change * * * 
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